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The Importance of Advanced Sanctions Screening Solutions

As global sanctions become increasingly intricate, the need for
refined, technologically advanced screening tools has height-
ened.

Pythagoras, a trailblazer in compliance software, has crafted a
state-of-the-art ensemble of screening solutions. By deploying the
might of progressive analytics, Pythagoras facilitates an all-en-
compassing approach to screening, paving the way for worldwide
compliance and streamlined, high-quality investigations.

The scope and repercussions of global sanctions are intensifying,
rendering the regulatory milieu increasingly dynamic. Conse-
quently, entities across a spectrum of sectors, including manufac-
turing, financial intermediaries, and other industries, are compel-

led to continuously screen their customers, trading counterparts,
and transactions. This screening encompasses an escalating
number of global data repositories, including sanctions and Politi-
cally Exposed Person (PEP) lists.

A lack of efficient screening can result in harsh sanctions’ violati-
ons penalties and inflict severe reputational harm.

Understanding the gravity of the matter, most companies focus
on Partner Screening. This crucial tool allows for the identification
of high-risk and sanctioned individuals or entities during the onbo-
arding process or throughout the customer relationship journey.
In essence, it is the quintessential compliance solution for scree-
ning your business partners.

Understanding Industry Challenges in Sanctions Screening

Navigating the compliance environment necessitates a thorough
understanding of the challenges that industries face. These
complexities span across different facets of the sanctions scree-
ning process, with obstacles arising from an evolving sanctions
landscape to operational challenges, and issues related to scree-
ning precision.

«  Dynamic Sanctions Landscape: As the digital transformation
of business activities accelerates, the sheer volume of trans-
actions has rocketed, complicating the sanctions terrain. Fur-
ther, global data resources — encompassing sanctions, wat-
chlists, and politically exposed persons (PEPs) - are in
perpetual flux, driven predominantly by geopolitical shifts and
alterations in jurisdictional and geographical frameworks.
This ceaseless evolution poses an intricate challenge, as or-
ganizations grapple to remain current and adhere to compli-
ance mandates.

www.pythagoras-solutions.com

*  Operational Challenges: Industries also grapple with challen-
ges such as unifying different lists and data sources, deci-
phering diverse writing systems, and understanding regional
naming conventions. Poor data management and manual
data processes further exacerbate these challenges, with si-
loed systems lacking the ability to integrate various data
sources and workflows, thus diminishing efficiency.

*  Screening Precision Deficit: A critical challenge lies in the
realm of screening precision. The lack of accurate and effi-
cient screening mechanisms risks the occurrence of false
negatives (under-screening), where high-risk individuals or
entities may slip through unnoticed. Simultaneously, these
systems might generate a high number of false positives
(over-screening), thereby straining resources and creating
unnecessary delays.
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The Rise of Sanctions-Based Diplomacy: The latest surge
arising from the illegal Russian invasion of Ukraine. This con-
flict alone has led to a significant escalation in global sancti-
ons, particularly from Western nations. The United States and
its allies have implemented a broad sweep of sanctions ai-
med at isolating Russia from the global financial system, re-
ducing the profitability of its energy sector, and blunting its
military edge. These sanctions have particularly targeted
Russia’s financial sector, energy sector, and military techno-
logy. This rapid increase in sanctions has added another layer
of complexity to the sanctions screening process, as organi-
zations must now navigate an even more intricate web of
restrictions and penalties.

These challenges underscore the necessity for a robust, compre-

hensive, and adaptable sanction screening solution. Pythagoras,

with its advanced Partner Screening tool, offers a solution that

precisely addresses these industry challenges. By improving the
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precision and efficiency of the screening process, Pythagoras

helps industries mitigate risks, maintain compliance, and stream-

line their operations.

Arms 12%

Trade 22%

Predominant Sanction Types

Military 11%
—

The Post-WW?2 Rise of Sanctions-Based Diplomacy

Yugoslavia (1992)
—>

Travel 15%

Financial 31%

Myanmar (2021) & Russia (2022)
—>

O = < O 0 O N S O O N & W o0 O o
< N N N wn W W W W WOWMNSMNSMNMSMMNDMNSOO®
a o o0 O O O O Oy O O Oy O O Oy OO O OO
L B B B I = O B B I B O B e B B |

M Count of sanctioned_state
mSum of military

m Cim nf athar

+41 41747 1290
www.pythagoras-solutions.com

1984
1986
1988
1990
1992
1994
1996
1998

W Sum of trade
W Sum of financial

2000
2002
2004
2006
2008

Sum of arms
W Sum of travel

2010

2012

2014

2016

2018

2020
2022

Page 2



@ PYTHAGORAS

The Pythagoras Advantage — Why choose Us?

With an ever-evolving regulatory landscape, the selection of a
reliable partner with a proven track record in providing effective
solutions becomes paramount. Pythagoras offers distinct advan-
tages that position us as an industry leader in the Know Your Cus-
tomer (KYC) and sanctions screening market:

*  Proven Expertise: With over 18 years of experience comba-
ting financial crime for leading Swiss Financial Intermedia-
ries, we possess invaluable insights into the intricate world of
regulatory compliance.

*  Global Trust: Our solutions are trusted by over 500 firms
worldwide, a testament to our commitment to excellence and
efficacy in delivering cutting-edge KYC solutions.

*  Industry Recognition: Our commitment to quality and effecti-
veness has been recognized within the industry, establishing
us as the market leader for KYC solutions for Swiss Financial
Intermediaries.

«  Comprehensive Data Integration: We offer comprehensive
integration with a broad range of global data sources, such
as sanctions lists, watchlists, Politically Exposed Persons
(PEPs), adverse media, and other sources associated with
heightened risks. This integration enables our clients to lever-
age the most current and comprehensive data for their scree-
ning processes.

*  Global Presence: As a globally operating firm, we maintain
offices in South Africa, Hong Kong, and several European ci-
ties. Our extensive footprint enables us to serve our clients
better by understanding regional nuances and maintaining
proximity for enhanced support.

With unmatched experience, a global reach, and strong data inte-
gration, Pythagoras is the reliable partner for navigating sanctions
screening.

Navigating Key Sanctioning Bodies:

A Complex Regulatory Landscape

One of the significant challenges that industries face in maintai-
ning compliance is the vast and diverse landscape of sanctioning
bodies. The myriad of these bodies, each with its own sanctions,
creates a complex environment that can be difficult to monitor
and keep pace with.

This section offers an overview of the most prominent global
sanctioning bodies:

«  Office of Foreign Assets Control (OFAC): A division of the
U.S. Department of the Treasury, OFAC is responsible for ad-
ministering and enforcing economic and trade sanctions ba-
sed on U.S. foreign policy and national security goals.

*  European Union (EU) Sanctions: Imposed collectively by the
member states of the European Union, these sanctions are
instruments for promoting common foreign and security po-
licy objectives.
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+  United Nations (UN) Sanctions: These are binding sanctions
imposed by the United Nations Security Council to address
threats to international peace and security

*  Her Majesty’s (HM) Treasury Sanctions List: Maintained by
the United Kingdom's Treasury, this list identifies individuals
and entities subject to financial sanctions.

«  The German Federal Office for Economic Affairs and Export
Control (BAFA): Tasked with administering the German natio-
nal sanctions list and monitoring adherence within the boun-
daries of Germany.

«  State Secretariat for Economic Affairs (SECO): The Swiss

authority for economic and labor market policy matters —
which includes administering sanctions.
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*  Regional Organizations: Besides these global bodies, regio-
nal organizations can also impose sanctions. Key examples
include:

»  Association of Southeast Asian Nations (ASEAN): This regi-
onal organization in Southeast Asia can impose individual or
collective sanctions in response to security concerns or viola-
tions of ASEAN principles.

Africa, the AU may impose targeted sanctions on member
states or individuals in response to conflicts, human rights
abuses, or regional stability threats.

»  Organization of American States (OAS): This regional orga-
nization addresses political, economic, security, and social
issues across the Americas. However, it does not maintain a
comprehensive sanctions regime.

Office of Foreign Assets Control
Washington, D.C.

European Union
Brussels, Belgium

United Nations

New York, USA

(UK) Hey Majesty's Treasury
London, United Kingdom,

The complexity of complying with multiple sanctions bodies is
further compounded by the fact that each body has its own pro-
cesses, criteria, and enforcement mechanisms. For instance, the
United Nations relies on member states for enforcement, and an-
ecdotal evidence suggests that enforcement of UN sanctions is
often weak due to limited resources and political incentives in
some member states.

Similarly, the European Union’s sanctions, which are decided un-
animously by member states, are primarily implemented by the
member states themselves. The EU Commission oversees the
application of Union law and ensures the uniform application of
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e (Germany) BAFA

Berlin, Germany
Switzerland (SECO)
Bern, Switzerland

Ac. of Southeast Asian Nations
Jakarta, Indonesia

African Union
Addis Ababa, Ethiopia

sanctions throughout the EU, but the primary responsibility for im-
plementation and identifying breaches lies with the member
states.

Moreover, the United States, which uses economic and financial
sanctions more than any other country, has its sanctions pro-
grams administered by the Treasury Department’s Office of Fo-
reign Assets Control (OFAC). Other departments, including State,
Commerce, Homeland Security, and Justice, may also play integ-
ral roles. The process of imposing new sanctions or modifying
existing ones may originate in either the executive or legislative
branch, which can sometimes lead to clashes on sanctions policy.
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These complexities underscore the importance of having a robust
compliance program that can navigate the intricacies of different
sanctions regimes. It is crucial to stay updated on the latest sanc-
tions lists, understand the specific requirements of each sanctio-
ning body, and have systems in place to ensure compliance.

Understanding Industry Trends:

This is where solutions like Pythagoras can play a pivotal role by
offering comprehensive integration with global data sources, the-
reby helping your company stay ahead of these complex and evol-
ving sanctions landscapes.

A Shift Towards a Complex Compliance Landscape

The ongoing trends in the industry are introducing a new layer of
complexity to sanctions compliance. This section provides an
overview of these key industry trends shaping the sanctions land-
scape:

*  Expansion of Sanction Targets: Sanctions are no longer limi-
ted to specific individuals or entities; they have expanded to
include entire sectors or prohibited activities. This broade-
ning of scope and impact adds a new level of intricacy to
sanctions measures.

«  Extraterritorial Application of San ctions: The reach of sanc-
tions is extending beyond the boundaries of the imposing
country. Foreign entities or individuals conducting transac-
tions with sanctioned parties can also face penalties, making
global compliance a challenging endeavor.

*  Collaboration and Coordination: There is a visible increase in
cooperation and coordination among countries and interna-
tional bodies in imposing and enforcing sanctions. This trend
serves to address common threats and concerns, but also

demands more from businesses to remain compliant across
jurisdictions.

* Narrative and Sectoral Sanctions: The emergence of narrati-
ve and sectoral sanctions extends beyond targeting specific
entities, to now cover specific sectors and prohibited activi-
ties. This shift introduces a higher degree of interpretational
openness, demanding more nuanced understanding and de-
cision-making in their implementation.

+  Sanctions' Extended Reach: The effects of sanctions extend
beyond the primary sanctioned entities. They can also apply
to entities owned or controlled by them and customers linked
to them. This necessitates comprehensive risk assessment
and mitigation strategies in compliance programs.

Recognizing and understanding these trends is critical to aligning
your compliance strategy. Pythagoras, with its Partner Screening
tool, can assist your organization in staying ahead of these com-
plexities and ensuring compliance in a rapidly evolving sanctions
landscape.

Integrated Solutions for Global Sanctions Screening:

Pythagoras at the Helm

Pythagoras delivers a comprehensive, integrated global sanctions
screening solution with the Pythagoras Partner Screening tool.
This application, armed with proprietary, industry-leading data
quality and matching technologies, assists organizations in mini-
mizing false positives and reducing the risk of overlooking genui-
ne hits. It facilitates the efficient and effective screening of custo-
mers, vendors, beneficial owners, etc., during both onboarding
and ongoing operations.

+41 41747 1290
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Through real-time screening and blocking of suspicious transac-
tions, the application helps organizations to effectively mitigate
risks while optimizing the compliance team'’s efficiency. Further, it
enables businesses to navigate the increasingly complex domes-
tic and international sanctions landscape and regulatory compli-
ance cost-effectively.
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Pythagoras Partner Screening — A Closer Look

Overview: Pythagoras Partner Screening streamlines the risk as-
sessment of business relationships by leveraging cutting-edge
technology to automate the screening process.

It provides real-time risk monitoring and integrates Native Charac-
ter Screening to handle non-Latin characters, ensuring global
compliance. The system'’s core strength lies in automating recon-

Key Benefits

»  Secure: Ensures data security through local installation.

* Reliable: Sophisticated search engine and configurable set-
tings help reduce error rates.

*  Transparent: Screening rules adaptable to the applicable le-
gal system.

Key Features

Comprehensive: Wide-ranging data recon-
ciliation and auto - updates.

Bespoke: Personalized screening rules
and data filters (sanctions, PEP screening,
etc.)

Analytical: Diagnostic tools for matches
and a configurable scoring algorithm.

Multilingual: Native Character Screening
supports over 30 non-Latin scripts.
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ciliation with internal and external reference data, reducing manu-
al work for the KYC compliance team.

This empowers them to focus on critical case management and
strategic decision-making, while complex risk profiles are analy-
zed efficiently. With Pythagoras Partner Screening, your organiza-
tion can expand globally, adhering to local regulations without
compromising on risk assessment quality.

+  Customizable: Segmentation by risk group.

+  Optimized: Streamlined case management based on exten-
sive practical experience.

*  Fast: Quick implementation and user-friendly.

*  Traceable: Complete audit trails and tamper-proof history.

Flexible: Ad-hoc queries, alert rules, detailed data seg-
mentation, and user management.

Pythagoras Name Check: A browser-based module for
quick name checks, available to a large user base on
your company's intranet.

Integrative: Extensive API support for seamless integra-
tion into automated processes and workflows, offering a
wide range of possibilities for enhanced efficiency and
automation.
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Sanctions Screening in the Production and Manufacturing Industry

The Challenge:
Identifying Sanctioned Business Contacts

The production and manufacturing industry, like many other sec-
tors, grapples with the intricate task of ensuring sanctions compli-
ance. To meet relevant regulations, companies within this industry
are legally obligated to screen their business partners against na-
tional and international sanctions lists.

Identifying whether a business contact is sanctioned poses a sig-
nificant challenge.

It requires meticulous verification measures and extensive scree-
ning against publicly accessible sanctions lists. This process is
not only time-consuming but also complex, given the ever-evol-
ving nature of sanctions regulations. Nonetheless, it is a critical
undertaking to ensure compliance and mitigate the risk of sub-
stantial penalties.

+41 41747 1290
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Pythagoras's Partner Screening solution enables systematic
screening of business relationships to identify any potential risks
associated with individuals or organizations.

It automates the reconciliation process with external and internal
reference data, reducing the burden on compliance teams and all-
owing them to focus on case management. Moreover, Pythago-
ras's Partner Screening solution integrates Native Character
Screening, which supports non-Latin characters. This feature en-
sures global applicability while adhering to local requirements.

The solution stands out due to its comprehensive coverage of glo-
bal data sources, including sanctions lists, PEPs, and regulatory
watchlists. They incorporate analytics and data quality processes
to minimize false positives and enhance efficiency. The solutions
offer a configuration that allows companies to tailor screening ru-
les and data filters to their specific requirements.
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The Future of Sanctions: Emerging Trends

As we look to the future, emerging trends in the sanctions land-
scape are set to further complicate compliance efforts.
Key trends to consider include:

*  Technological Advancements: With the rapid progression of
technology, sanctions are evolving to address emerging thre-
ats in the digital realm. Cyber-related activities, including ha-
cking, cyber espionage, and interference in democratic pro-
cesses, are increasingly being targeted by sanctions. As
these digital threats become more sophisticated, so must the
tools and strategies used by companies to identify and mit-
igate potential sanctions risks.

*  Enhanced Compliance Measures: Regulatory expectations
for sanctions compliance are on the rise. Financial instituti-
ons and businesses are expected to implement robust com-

The Key Takeaways

The complex and rapidly evolving global sanctions compliance
landscape poses a multifaceted challenge for businesses across
sectors. However, leveraging advanced technology, such as Pyt-
hagoras's Partner Screening application, enables businesses to
effectively navigate this terrain and ensure full regulatory compli-
ance.

Pythagoras's Partner Screening application provides an end-to-
end solution, offering precise, enterprise-wide watchlist proces-
sing, multi-jurisdictional screening, and integrated high-quality in-
vestigations.

This comprehensive approach maximizes your return on invest-

ment, providing the following key benefits:

1. Comprehensive Global Sanctions Screening Across the
Customer Lifecycle: The application offers real-time and
batch screening capabilities against a wide range of data
sources, including global sanctions, politically exposed per-
sons (PEPs), regulatory watch lists, ultimate beneficial ow-
ners (UBOs), adverse media, and internally-managed lists.
Crucially, this screening is not limited to onboarding or perio-
dic reviews but occurs at multiple touchpoints throughout the
entire customer lifecycle.

2. High-Quality Data and Flexibility: The application deliver-
best-in-class data quality and matching capabilities. It adept-
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pliance programs, conduct enhanced due diligence, and utili-
ze sophisticated screening technologies to stay in line with
these regulations. Increased scrutiny from regulators means
companies must continually reassess and improve their
compliance measures to avoid falling foul of ever-evolving
sanctions rules.

These trends indicate a future where sanctions compliance will
be a more complex and technically demanding endeavor. To
meet these challenges head-on, companies will need to leverage
the power of advanced technologies and intelligent solutions.
With the right tools, such as the comprehensive, integrated glo-
bal sanctions screening solution provided by Pythagoras, these
companies can navigate the complex sanctions landscape with
confidence, ensuring their business operations remain compli-
ant and their reputations secure.

ly handles typographical errors, misspellings, nicknames, tit-

les, prefixes, suffixes, qualifiers, concatenations, and
transliteration limitations, ensuring accurate detection. Nota-
bly, the transparent matching engine offers tuning flexibility,
allowing financial institutions to optimize the system based
on their specific requirements.

3. Reduction of False Positives and Case Workload: Equipped
with an enterprise data quality-driven matching engine, the
application employs advanced data preparation techniques
and a unique matching process. This approach yields precise
match results, even when confronted with partial, inconsis-
tent, or erroneous data. Consequently, the system significant-
ly reduces false positives, optimizing time and resources du-

ring investigations.

In conclusion industries face significant challenges in navigating
the intricate world of sanctions compliance. With Pythagoras's
Partner Screening application, these industries can not only
meet these challenges head-on but also maximize their return on
investment. With a comprehensive, precise, and flexible soluti-
on, Pythagoras offers the tool needed to ensure compliance with
the dynamic landscape of global sanctions.
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